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 LATEST U.S. ECONOMIC NUMBERS 

US 155,830,000 133,326,000 22,504,000 14.4% 

TX  12,931,307  11,244,059 1,687,248 13.0% 

D/FW Region 3,737,719 3,262,646 475,073 13% 

April 2020 EMPLOYMENT   
Not Seasonally      Civilian           
   Adjusted      Labor Force       Employed      Unemployed      Rate 

 

Source: Texas Workforce Commission Texas Labor Market Review 

Source: Texas Workforce Commission Texas Labor Market Review. Information 

Long Term Unemployed (27+ 
wks.)  % of unemployed 4.1%  Apr ‘20 939,000 

Consumer Price Index Apr ‘20 -0.8.% 

Payroll Employment Apr ‘20 -20,537,000 (c.p) 

Average Hourly Earnings Apr ‘20 +$1.34 (p) 

Producer Price Index Apr ‘20 -1.3% (f) 

Employment Cost Index 1st Quarter ‘20 +0.8% 

Productivity 1st Quarter ‘20 -2.5% (r) 

U.S. Import Price Index Apr ‘20 -2.6%  

U.S. Export Price Index Apr ‘20 -3.3% 

(p) preliminary; (c) corrected; (f) final demand; (r) revised  -  Information is the latest 
available at  printing  time.  Source: U. S. Department of Labor.  
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CYBERATTACK STEALS DATA VIA  
COOLING FAN VIBRATIONS 

 
Lead cyber-security researcher Mordechai Guri at Ben-

Gurion University of the Negev said 
data encoded by hackers into fan vi-
brations could be transmitted to a 
smartphone placed in the vicinity of 
the targeted computer. 
 

"We observe that computers vibrate at a frequency correlated 
to the rotation speed of their internal fans," Guri said. Mal-
ware can control computer vibrations by manipulating inter-
nal fan speeds, he explained. "These inaudible vibrations 
affect the entire structure on which the computer is placed."  
 
 The covertly transmitted vibrations can be picked up by a 
smartphone resting on the same surface as the computer. 
Since accelerometer sensors in smartphones are unsecured, 
they "can be accessed by any app without requiring user per-
missions, which make this attack highly evasive," he said. 
 
Guri demonstrated the process, named AiR-ViBeR, with an 
air-gapped computer setup. Air-gapped computer systems are 
isolated from unsecured networks and the internet as 
a security measure. 
 
The research team said three measures would help secure a 
computer system against such an assault. One would be to 
run the CPU continuously at maximum power consumption 
mode, which would keep it from adjusting consumption. An-
other would be to set fan speeds for both CPU and GPU at a 
single, fixed rate. The third solution would be to restrict 
CPUs to a single clock speed. 
 
The Ben-Gurion University cybersecurity team specializes in 
what are termed side-channel attacks. Rather than exploiting 
software or coding vulnerabilities, side-channel attacks zero 
in on the manner in which a computer accesses hardware.  
 
"This is the very essence of a side-channel attack," Guri said 
of AiR-ViBer. "The malware in question doesn't exfiltrate 
data by cracking encryption standards or breaking through a 
network firewall; instead, it encodes data in vibrations and 
transmits it to the accelerometer of a smartphone." AiR-
ViBer relied on vibration variances sensed by an accelerome-
ter capable of detecting motion with a resolution of 
0.0023956299 meters per square second.  
 
There are other means of capturing data through side chan-
nels. They include electromagnetic, magnetic, acoustic, opti-
cal and thermal. 
 
Source:, Tech XploreI  https://techxplore.com/news/2020-04-
cyberattack-cooling-fan-vibrations.html?
utm_source=nwletter&utm_medium=email&utm_campaign=daily-
nwletter  
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